User Flow - AmIBreached
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Screen Name Homescreen ]/ Processing & Feedback (Intermediate Step) B Breach Found — ’ —_
Details about the screen Entry Point: The user arrives on the homepage from a Sea rC h ReS U ItS ( N O

search engine, blog, or social media link. b rea C h fO U n d)

Search Bar Processing

e Daisy: Quick, one-step action for mobile-friendly Action: The website processes the email

- Page SeCtiOn Key Actions: input. entered to check for any breaches in databases. Key Actions:

e Darshan: Expects a clear form and reassurance Key Considerations: Action: The breach check result is displayed
Details about this specific section » Call to Action (CTA): “Check if your email has been that the tool is secure. Display a loading state or progress bar so users ) '

b hed.” ] . ] : e If no breach is found: Display a success message,
reached. o Key Considerations: know that the tool is working. e.9., “Your email is safel Keep monitoring your
» Trust symbols (e.g., “No data storage,” “Secure  The form should be simple and quick, with a Micro-interaction: A subtle animation can a.ccoéjunts } '
connection,” “Privacy policy link”). clear button for submission. indicate progress while waiting. '

Optional: Show “What'’s a breach?” or toolti User E tation: U T e Key Considerations:
Component « Optional: Show “What’s a breach?” or tooltips ser Expectation: Users expect quick feedbac . Clear and simple messaging: Avoid technical

Notes about the component and how it's functioned

% Action Card

User Input
What are they inputing

Data Action
What is the system doing

Decision

MoSCoW tags

These tags are used to flag screens, components or
features that we...

Must have, Should have, Could have, Won't have

® 00O

for quick education. without long delays.
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Search Results (Breach
found)

Key Actions:

Action: The breach check result is displayed.
 If a breach is found: Display a warning message
with a description of the breach.

e Include actionable next steps, e.g., “Change
your password immediately,” “Use a password
manager,” “Enable 2FA."

Key Considerations:

e Clear and simple messaging: Avoid technical
jargon, especially for users like Ramesh.

 Visual Indicators: Use colour coding (e.g., green
for safe, red for breached) to make the status
Clear.

e For Maya: Provide more detailed breach
information and links to external resources (like
how to change passwords).

jargon, especially for users like Ramesh.

 Visual Indicators: Use colour coding (e.g., green
for safe, red for breached) to make the status
Clear.
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Steps and
recommendation

Key Actions:

Action: Based on the breach findings, guide the user
on the next steps.

e Ramesh: Suggestions like “Change your
password” or “Use a password manager.”

e Maya: Provide advanced security
recommendations, like using 2FA, changing email
security settings, and subscribing to breach
monitoring services.

Key Considerations:

e Include links to helpful resources (e.g., password
managers, guides on securing accounts).

e Optional: Create a checklist or actionable to-do
list for the user to follow.
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End Screen (Optional
Sign-Up)

Key Actions:

Action: After the breach check, show an optional
sign-up form for breach monitoring (optional for both
Ramesh and Maya).

Key Considerations:

e The sign-up form should be optional and placed at
the end.

e The CTA should be clear and concise, with the
user having the option to skip the form.

e Emphasise security: “Stay alert to future breaches
by receiving email notifications.”



https://www.youtube.com/watch?v=pcCUP23X9g8&ab_channel=Headway

